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Alethea is a technology company that provides proactive 
intelligence to mitigate online risks and identify opportunities. 
Our team believes we are all entitled to participate in the 
authentic exchange of ideas and speech online, and that we 
all have the right to know where information is coming from so 
we can make informed decisions as empowered users of the 
online information ecosystem about what information to trust. 
We do not work with those seeking to use nefarious tactics 
to obfuscate their campaigns origins or other manipulative 
strategies, and we remain committed to helping organizations 
understand online discourse in the public sphere.
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The latest wave of Russian disinformation 
campaigns highlights the critical need for 
communications and security leaders—
particularly those in highly regulated 
industries or those of geopolitical 
importance—to coordinate efforts to 
proactively monitor, assess, and  
counter evolving reputational and 
operational threats. 

Starting with an examination of how 
Russia appears to be targeting the 
Aerospace and Defense sectors, Alethea 
highlights an increase in efforts by 
foreign state actors to target companies 
during a time of geopolitical upheaval.

W H Y  S H O U L D 
C O R P O R A T I O N S  C A R E ? 
With the proliferation of platforms, 
decrease of trust in traditional and 
institutional media, and dynamism of 
adversarial  tactics, malign influence 
operations have grown increasingly easy, 
cheap, and sophisticated. The networks 

that seek to cause irreparable harm 
to US companies and entire industries 
are no longer limited to using bots 
and fake accounts—they now employ 
sophisticated content laundering 
through covert media ecosystems 
designed to influence public opinion, 
corporate reputation, and regulatory 
decisions  Further, bad actors are 
increasingly leveraging search engine 
optimization techniques to amplify 
reach and intentionally contaminate 
AI chatbots to cause the inadvertent 
propagation of falsehoods.

T H E  G O O D  N E W S ?
While corporations never asked to 
be a part of this fight, campaigns 
are launched in public, and these 
battles occur in the open . That means 
organizations can proactively detect 
influence efforts relevant to their goals 
and mission to get the insights needed to 
not just fight back but win the narrative, 
even if it’s against a state actor.
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A New Russian Target:  
American Defense Companies
Between March and April 2025, Alethea 
uncovered a Russian network, which we 
assess is affiliated with Portal Kombat, 
a known Russian influence operation, 
targeting controversy surrounding the 
F-35 fighter jet program. Russia, which 
has recently experienced NATO countries 
deploying F-35 aircraft in efforts to 
secure the airspace of NATO allies, 
leveraged its information laundering 
efforts to amplify domestic narratives in 
the United States. 

In early March, we observed an 
aggressive, multi-week campaign 
targeting Lockheed Martin and the  
F-35 program through the Portal Kombat 
ecosystem. Narratives alleged that the 
Canadian government was poised to 
cancel its $13B order of F-35s, that the 
US government embedded a remote 
“kill switch” in the F-35s, and that DOGE 
uncovered the Pentagon was losing $20-
30 billion annually and Lockheed Martin 
was to blame. The content promoted 
the broader claim of rising mistrust 
in US defense and military programs 
and painted a picture of the US as an 
unreliable defense partner. 

While the F-35 has been documented 
by multiple sources as having many 
challenges, this recent activity targeting 
the US defense industrial base (DIB) 
signals a possible  shift in Russian 
strategy and tactics.  Though Alethea 
previously observed that Russian 
influence operations were focused on 
undermining support for Ukraine among 
the US and its allies, they have now 
shifted toward targeting US defense 
programs that may pose a challenge to 
its own military operations. 

For US defense companies, the shift 
signals that they may be increasingly 
targeted by Russian and potentially 
other foreign adversaries whose 
political and geostrategic interests run 
in opposition to the US. It is far less 
expensive to run an influence operation 
than it is to build a plane to compete with 
the F-35, and eroding public confidence 
in American military supremacy is a core 
risk facing the DIB at a time of major 
policy shifts in America.

https://alethea.com/insights/writing-with-invisible-ink
https://alethea.com/insights/writing-with-invisible-ink
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New Russian 
Influence 
Efforts: 
Proliferation 
and Pricing 
Narratives
In early April 2025, Alethea identified that 
Portal Kombat began to focus its efforts 
on U.S. weapons policy under the Trump 
administration, framing the narrative 
around weakened export controls and 
mismanagement of pricing for key 
defense systems. 

One article claimed that President Trump 
and National Security Advisor Mike Waltz 
were moving to weaken restrictions on 
arms exports, purportedly to benefit 
contractors like Lockheed Martin, Boeing, 
and RTX Corp. While couched as a policy 
forecast, the article asked pointedly if 
such moves signaled preparations for a 
global conflict. This narrative blurs policy 
speculation with suggestive framing 
that can be easily weaponized online and 
creates risks as it relates to brand trust, 
the rise of anti-Americanism in countries 
that may purchase the F-35, and threats 
to physical security. Additionally, as 

https://trump.news-pravda.com/world/2025/04/02/104689.html

https://news-pravda.com/world/2025/04/03/1203171.html

https://trump.news-pravda.com/world/2025/04/02/104689.html
https://news-pravda.com/world/2025/04/03/1203171.html
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many funding decisions for federal and 
military contracts are determined by 
Congress, hyper-targeting Congressional 
staff in an effort to influence their 
decision-making is a key concern.

A day later, an article asserted that 
F-16s had become more expensive 
than F-35s, citing alleged U.S. pricing 
mismanagement. The article’s author, 
known propagandist Dr. Yuri Baranchik, 
spun this as an “unrealized opportunity” 
for Russia to gain arms market share, 
blaming U.S. “greed” for pushing allies 
toward Russian suppliers.

Alethea assesses that this narrative 
could erode trust in U.S. defense 
partnerships and weaken global 
competitiveness. For companies tied 
to F-16 or F-35 programs, it poses dual 
risks: reputational harm from perceived 
profiteering and security threats from 
foreign influence campaigns that could 
undermine allied confidence, spark 
backlash, and escalate targeting of 
executives or facilities. It also reinforces 
pro-Russian sentiment in key markets, 
jeopardizing brand value and  
strategic alignment.
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Why This Matters to 
CCOs and CSOs
B R A N D  I N T E G R I T Y  R I S K
Misleading foreign narratives can paint 
manufacturers as profiteering, careless, 
or politically weaponized.

A I  C O N T A M I N A T I O N
Disinformation embedded in public 
training data risks replication across 
media and enterprise platforms.

O N L I N E  A C T I V I T Y  = 
O F F L I N E  A C T I O N
Rising anti-American sentiment 
and boycott narratives can lead to 
substantial brand, reputational, and 
physical security risks.

R I S K  F O R E C A S T I N G
Narratives often pre-seed broader social 
media campaigns; early detection offers 
a vital window to prebunk and mitigate.

H O L I S T I C  P I C T U R E  O F 
T H E  A D V E R S A R Y
You can’t protect against threats 
you don’t know exist—the C-Suite 
needs visibility into risks across both 
mainstream and niche platforms to form 
a holistic picture of the adversary.

The Bottom Line
The fusion of geopolitical propaganda 
with commercial disinformation marks 
a new era of hybrid reputational and 
security threats. CCOs and CSOs in 
defense and aerospace, as well as AI 

platforms, must coordinate to evolve 
their playbooks—to not just react to 
crises but anticipate and neutralize 
narrative threats seeded weeks  
in advance.


